
WATCHGUARD FIREWALL
SECURITY SERVICE BUNDLES

Stateful Firewall

Included in Your Security Suite Standard Support Total SecurityBasic Security

A stateful f irewall tracks active connections to 
distinguish legitimate traff ic from malicious 
attempts, providing enhanced security

VPN
A virtual private network (VPN) creates an 
encrypted, private connection over the public 
internet

Access Portal*
A clientless VPN solution that enables safe 
remote access to essential web applications from 
anywhere

SD-WAN
Software-Def ined WAN (SD-WAN) automatically 
manages network traff ic across multiple WAN 
connections according to def ined policies

Total Security
The Total Security Suite offers 
all the features of the Basic 
Security Suite, plus advanced 
protections such as AI-powered 
malware detection, ThreatSync 
(XDR), improved network 
visibility, endpoint security, 
cloud sandboxing, DNS f iltering, 
and real-time threat response 
directly from WatchGuard 
Cloud, our centralized 
management hub.

Available in 1 Year, 2 Year, 
3 Year, 4 Year and 5 Year 
licenses

Basic Security
The Basic Security Suite 
offers essential network 
security features you'd 
expect from a UTM device, 
such as intrusion prevention, 
antivirus, URL 
f iltering, application control, 
spam blocking, and 
reputation checks. Plus, it 
provides centralized 
management, network 
visibility, and round-the-clock 
support.

Available in 1 Year, 2 Year 
and 3 Year licenses

Standard Support
In addition to stateful 
f irewalling, the Standard 
Support license includes 
centralized management, 
full VPN capabilities, 
24x7 support that shows 
up, and built-in SD-WAN.

Available in 1 Year, 
2 Year, 3 Year, 4 Year and 
5 Year licenses
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Intrusion Prevent ion Service (IPS)

Included in Your Security Suite Standard Support Total SecurityBasic Security

IPS uses constantly updated signatures to 
monitor all major protocols, ensuring real-time 
protection against network threats

Applicat ion Control
Controls access to applications by granting, 
denying, or limiting permissions based on a user’s 
department, role, and the time of day, enhancing 
security and operational eff iciency

spamBlocker
Provides real-time, continuous, and highly 
reliable protection from spam and phishing 
attempts

WebBlocker
Automatically blocks known malicious sites and 
uses detailed content and URL f iltering tools to 
prevent inappropriate content, save bandwidth, 
and boost productivity

Detects and blocks spyware, viruses, trojans, 
worms, rogueware, and complex threats, 
including the latest variants of known viruses

Reputat ion Enabled Defense
Cloud-based web reputation service that 
aggregates data from multiple feeds to 
provide real-time protection from malicious 
sites and botnets

Gateway Ant iVirus

Network Discovery
Generates a visual map of all nodes on your network, 
ensuring only authorized devices are connected 
while detecting all open ports and protocols

Detects and stops the most sophisticated attacks, 
including ransomware, zero-day threats, and 
other advanced malware
Learn more

APT Blocker

Blocks malicious DNS requests, redirects users to 
a secure, informative page, and promotes best 
security practices to prevent phishing attacks and 
reduce malware infections
Learn more

DNSWatch



IntelligentAV**

Included in Your Security Suite Standard Support Total SecurityBasic Security

ThreatSync XDR

WatchGuard Cloud
Securely stores f irewall logs and reports for 
easy access, analysis, and compliance

Log Data Retent ion
Report Data Retent ion

90 Days
1 Day

365 Days
30 Days

Standard (24x7)Standard (24x7) Gold (24x7)

EDR Core

Support
Access to live personal support, video 
tutorials, training, and online tools to ensure 
continuous and dependable support for 
partners and customers
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Automates malware discovery and classify 
current and future threats in mere seconds with 
AI-powered intelligence
Learn more

AI-driven threat detection and response for 
advanced threats, including ransomware, supply 
chain, and vulnerability-based attacks
Learn more

Continuous AI-powered endpoint monitoring 
for suspicious activity that detects threats in 
real time, and enables rapid investigation and 
response
Learn more


