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Protect Elite All-in-One

CyAI 
Sites, Groups, Policy & Audit Management 
Users, Roles, MFA & SSO Management 
License & Usage Management 
Dashboard & Reports 
API, RMM & PSA Integrations

Protect
Essential Endpoint Protection for 
MSPs serving smaller clients with less 
complex security needs.

Elite
Endpoint, 24x7 MDR security, and 
automation for compliance-driven, 
more complex environments.

All-in-One
Fully-managed 24x7 expert  
protection across all managed 
environments.

B E ST FO R :

MSPs serving smaller customers  
with basic security needs.

B E ST FO R :

MSPs supporting regulated  
or higher-risk environments.

B E ST FO R :

MSPs supporting complex client 
environments needing broad coverage 
without tool sprawl.

S EC U R I T Y O U TC O M E S :

Block common threats, secure 
endpoints at scale, and  
simplify delivery.

S EC U R I T Y O U TC O M E S :

Compliance reporting, 24x7 
management, and zero operational 
overhead.

S EC U R I T Y O U TC O M E S :

Unify operations, 24x7 management, 
strengthen protection, and scale as  
client needs grow..

D ATA S H E E T

Customizable Cybersecurity Protection 
for Every Organization

Cynet makes enterprise-grade security simple and scalable.

Customization Options 

Cynet simplifies security with a unified, AI-powered platform that replaces complex, siloed tools. Built for MSPs and lean 
teams, our predictable, endpoint-based pricing makes it easy to deliver enterprise-grade protection with confidence. Whether 
starting small, or protecting thousands of endpoints, Cynet has a package that scales with every organization. 

Compare what’s included in each plan, and tailor Cynet to your client 
needs with flexible customization options:
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  Included        Add-On

Cynet Unified,  
AI-powered Platform

Cynet brings together every critical layer 
of cybersecurity into one AI-powered 
platform that works around the clock to 
keep organizations safe.
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Cynet Pricing and Packaging

Endpoint Detection and Response 
(EDR)

Network Detection and Response (NDR)

Cynet’s EDR goes beyond traditional 
endpoint systems by combining 
signals across endpoints, networks, 
and users, along with deception 
technology to improve visibility, 
accuracy and protection across the 
entire attack surface. 

Cynet detects stealthy threats and 
anomalous behaviors across your network, 
analyzing interactions with devices and users 
to provide high fidelity threat detection. 

Endpoint Protection Platform (EPP)

Powered by MITRE-proven performance, 
Cynet EPP uses multiple prevention 
layers to automatically stop ransomware, 
fileless malware, lateral movement, 
credential theft, and zero-day exploits.

MITRE ATT&CK Integration
NextGen Antivirus
Threat Intelligence, Ransomware & Malware 
Protection
Exploit & Critical OS Components Protection
Credential, Files & Documents Protection
CyAI for Zero-day Malware
Behavioral Analysis Detection
Device Control
End User Controls & Dashboard 

Windows Event Visibility
Network, File & Process Visibility
Application & Endpoint Visibility
Threat Hunting
Forensic & Autonomous Investigations
Custom Detection Policies
Send to Sandbox
Automated Investigation and Remediation
Secure Remote Shell
Remediation & Playbooks
Detailed Network & File Monitoring

Network Scan Detection
Network Poisoning Detection
Tunnel Exfiltration Detection
Domain Filtering
Web Content Filtering
External Attack Surface Management

Protect Elite All-in-One

Identity Security
Cynet leverages native endpoint and 
identity telemetry for instant detection and 
automated response, stopping privilege 
escalation and lateral movement.

Identity Threat Detection and Response (ITDR)
Deceptive Users
User Behavior Analytics (UBA)
User Activity Visibility
Lateral Movement Detection

  Included        Add-On

Email Security

Cynet Email Security protects Microsoft 
365, Google Workspace, and other cloud 
email gateways with always-on detection, 
prevention, and automated response. 

Native Microsoft 365 and Gmail Integration
Phishing, Malware Email Detection & Remediation
Unauthorized Senders Management
Safe URLs
Flag External Senders
Scan Links & Attachments
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Cynet Pricing and Packaging

  Included        Add-On

Deception Technology
Cynet deploys realistic decoys and 
credentials to expose attackers early and 
stop lateral movement, credential misuse, 
and stealthy threats.

Deceptive Endpoints and Servers
Deceptive Files and Documents
Deceptive Users

Protect Elite All-in-One

SaaS & Cloud Security Posture 
Management (SSPM & CSPM)
Automatically finds, prioritizes, and 
fixes risks across SaaS and cloud 
environments—delivering full visibility and 
continuous protection without extra tools.

Security Misconfiguration Detection & Remediation
Compliance Management
Notifications & Reports
Cloud Users & Resource Inventory
SaaS & Cloud User Behavior Anomaly Detection

Mobile Security

Keeps Android, iOS, and ChromeOS 
devices secure against both known 
and zero-day threats whether they are 
connected or offline.

Device, Network, Apps & Phishing Threat Detection
On-Device Remediation

Mobile App Risk Detection & Mitigation

iOS, Android & Chrome OS Devices

Security Orchestration, Automation, 
and Response (SOAR)

Cynet SOAR puts security on autopilot 
by unifying detection, investigation, and 
response across the entire environment.

CyAI Automated Response Actions & Playbooks
Customized Playbooks
API & 3rd Party Integrations

Endpoint Security Posture 
Management (ESPM)
Combines  industry-leading detection 
and risk mitigation to quickly find and fix 
endpoint vulnerabilities before exploitation.

Endpoint Misconfiguration Detection & Remediation
Detect Vulnerable Apps Across Endpoints (CVE)

Centralized Log Management (CLM)

Automatically collects and analyzes high-
priority logs to uncover hidden threats, 
accelerate investigations, and simplify 
compliance, all from a single platform.

Native & 3rd Party Forensic Data HOT Retention
Native & 3rd Party Forensic Data COLD Retention
Forensic Investigations Across Data Sources
Correlated Alerts Across Data Sources (XDR)
Additional Log Retention
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Cynet Pricing and Packaging

Protect Elite All-in-One

Security Services
Cynet CyOps is the always-on human 
intelligence team behind the Cynet 
platform. Operating as an extension of 
the organization, CyOps continuously 
monitors, investigates, and responds to 
threats across the environment.

Enterprise Support
Onboarding and Installation
Collaborative CyOps 24x7 MDR including sending 
files to analyst
ProActive CyOps   opt-in  opt-in

CyOps Platinum Care
CyOps Platinum Monthly Threat Intel Report
Lighthouse Credential Theft Monitoring System

  Included        Add-On

14-day free trial,
no credit card required

Cancel anytime, 
no lock-in 

Delivered through Cynet’s 
global partner network 

“Cynet has made it so much easier to focus on other things in the 
environment instead of worrying about our cybersecurity initiative. If 
you really want that piece of mind, you want that single pane of glass, 
and that single point of access for support, Cynet is really a solution to 
consider, and I would recommend it hands down to anyone.”

“The value that we’ve seen has been the breadth of 
products that Cynet supports. To be able to bring our 
customers to a next- generation platform, and in most 
cases lowering their total cost of support and ownership, 
it’s really the best of both worlds.”

Dean Leclerc, CTO
Whalley Computer Associates

Jeff Rudd, Director of Technology
Goshen Community Schools

Fastest time-to-value in  
the category

MITRE ATT&CK-proven 
performance

Transparent, flexible  
per-endpoint pricing

24x7 MDR 
security experts 

Why Choose Cynet

Get Started With Cynet

Loved by customers, validated by analysts (G2, Gartner Peer Insights)

About Cynet
Cynet’s unified, AI-powered platform combines a full suite of security capabilities on a single, simple solution, backed by 24x7 expert support. 
Cynet is purpose-built to enhance protection for small-to-medium enterprises and to maximize margins for MSPs.

Learn more:  www.duxbury.co.za | cybersecurity@duxnet.co.za
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